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Executive Summary

On 19-20 November 2002, Defense Threat Reduction Agency — Advanced Systems and Concepts Office
sponsored and the Office of General Counsel hosted the Weapons of Mass Destruction Consequence
Management Legal Seminar 11, the second part of a series of seminars designed to explore the legal issues
regarding the responsibility and authority of Federal and State departments and agencies that may arise
during the consequence management (CM) phase of a weapons of mass destruction (WMD) event in the
United States. This four-part seminar series will:

Identify and develop a consensus on the applicable Federal statutes, directives, regulations, and
instructions pertaining to CM;

Identify applicable state statutes pertaining to such issues as martial law and quarantine;

Identify shortfalls in, and potential solutions for, Federal legislation and guidance documents
pertinent to WMD-CM;

Contribute to the development of a Federal Legal Reference Deskbook for WMD-CM.

Two Working Groups were formed during Seminar | (2-3 May 2002) to address the legal issues raised
during consideration of a hypotheticall WMD event - the detonation of a radiological dispersal device
(RDD) in downtown, Central City, USA. The Working Groups were organized according to the stages of
response to a domestic WMD event. Working Group | was to consider the issues identified in the
Planning, Natification, and Deployment response stages and Working Group Il was to address the issues
Response and Deactivation stages. Prior to Seminar 11, the issues addressed by the Working Groups were
reorganized into three related topic areas according to subject matter with overlapping authorities and
inter-organizational considerations. (See Appendix C) The Working Groups addressed the following
three topics and associated legal issues that relate to WMD consequence management:

Toplc 1-- Military's Rolein WM D Consequence M anagement
Events/Authorities triggering Federal response actions in absence of an emergency
declaration
Use of the military, to include Posse Comitatus, federalizing the National Guard, and
Titles10 and 18
Military Response, to include mobilization authority and pre-event actions
Limits and liability of the military's use of force against civilians during WM D-CM

Toplc 2 -- Quarantine and Medical Responders
Quarantine and Evacuation Authorities
Licensure requirements and liability for medical responders
Standardization of WMD emergency response, to include interoperability, standard
operating procedures, equipment, and training

Topic 3 -- I ssues of Communication in WM D Consequence M anagement
- Communicating information to the public
Information sharing, to include the impact of H.R. 4598, classification issues, and
effective use of the media
Liability attendant to non-disclosure of threat information



On Day One of the Seminar, the three Working Groups assembled to discuss the issues in light of the
following objectives:

* Identify the rdevant references for each issue

* Identify and prioritize the principal 3 references relevant to the issue;

* Identify the shortfalls with existing authority, and;

* Identify relevant issues lacking interagency consensus.

DTRA invited the Working Groups to utilize a common template to guide the discussion and to form the
basis for the Working Groups' presentations on Day Two, should the format be acceptable to the Group.
(See Appendix D) Working Groups addressing Topic 1, Military's Role in WMD Consequence
Management and Topic 2, Quarantine and Medical Responders presented their findings on Day Two
using the template. While the members of the Working Group concerned with Topic 3, Issues of
Communication in WMD Consequence Management, utilized the template as a basis for discussion, they
devised an original format for the presentation on Day Two. All Working Group presentations for the
Plenary Session on Day Two are captured in Appendix E.

The Working Group members and the attendees to the Seminar received a copy of Preliminary Topical
References. The compilation contains ten collections of references each of which sets out the current
domestic legal authorities and implementing regulations identified as potentially applicable to a particular
issue. The Topical References, as revised by the Working Groups during the Seminar, as well as the
Working Group reports that identify shortfalls in legislation and/or regulations, contribute to the
development of the ultimate product of this DTRA initiative — a Federal WMD-CM Lega Reference
Deskbook to address the legal issues of a WMD event in the continental United States.



Weapons of Mass Destruction
Consequence Management L egal Seminar ||

Working Group Session

Mr. Ray Heddings, Associate General Counsel, DTRA opened the conference on November 19" by
welcoming the participants, and by explaining that the ultimate goal of the series of conferences was to
produce alegal desk reference book that would outline the government’ s response plan to a WMD attack.
Mr. Heddings reviewed the previous meetings that had established the issues that the working groups
wereto develop, pointing out that many recognized the need for a unified response plan to a WMD attack
prior to 9/11. He stressed the importance of the final product of the seminars and he lauded its potential
value as a comprehensive legal field manual for first responders.

Mr. Anthony Russell, Senior National Security Analyst of SAIC, then explained that the need for the
proposed book arose from the concern on the part of first responders across various departments and
agencies that no single set of guidelines existed for them to follow. Many were concerned about the legal
consequences of their actions, and felt that the risks and consequences of a WMD attack ought to be
better codified.

The Working Groups worked on Day One with the purpose of developing a common understanding of the
legal issues and potential conflicts that may arise during a multi-agency consegquence management (CM)
response to a WMD event. This common understanding of the salient legal issues ultimately will be
recorded in the WMD-CM legal reference deskbook. The substance of the Working Groups discussions
on Day Oneis incorporated in the following report of their presentations during the Plenary Session.

Plenary Session — November 20"

Mr. Robert L. Brittigan, General Counsdl, DTRA, opened the Plenary Session of the Conference on
22 November by welcoming the participants to the second Weapons of Mass Destruction Consequence
Management Legal Seminar. He discussed the changes occurring in homeland security in the past year,
noting that after the collapse of the World Trade Center in September 2001, Federal policy has been
evolving to focus on the protection of the homeland. This evolution has involved standing up
NORTHCOM, creating new legislation, and establishing the Office of Homeland Security and the
Department of Homeland Security. As the United States attempts to meet the challenges of the new
century, it is necessary to examine the laws, regulations, directives, and executive orders to find the
questions that need answers and legal challenges that require attention.

The Defense Threat Reduction Agency is not responsible for identifying Federal legal policy,
Mr. Brittigan emphasized. This seminar is an attempt to identify some of the challenges that currently
exist within the legal sphere regarding weapons of mass destruction. In bringing together Federal
government attorneys active within this area of the law, DTRA facilitates an opportunity for discussion,
research, and finally the creation of a desktop volume to include the pertinent legislation surrounding the
issues relativeto a WMD incident.

The genesis of this project, in May 2001, was the realization that a great deal of legal work was being
done in this area, but cross communication was not robust enough for Federal agency lawyers working



within the field to know what was being done and by whom. This gave rise to the possibility that the
lawyers were duplicating efforts and, of greater concern, gaps in WMD-CM legal work existed because
everyone assumed that someone else was handling a specific aspect. DTRA's goal, at the end of this
series of Seminars, is to facilitate the creation and dissemination of a deskbook to lawyers in the Federal
government, working in thefield, so that, at the very least, all will be aware of the same legal authorities.

In May, 2002, DTRA convened the first WMD-CM Legal Seminar, which featured Dr. Robert Kadlec
from the Office of Homeland Security, and Mr. Peter Verga from the Department of Defense. The
Seminar featured a spirited exchange in which open questions were identified and Working Groups were
established to address them. The Working Groups labored during the inter-regnum, Mr. Brittigan stated,
and gathered on the previous day to finalize their interim reports. DTRA appreciates their dedication and
efforts. The Participants in the first Seminar and the Working Groups reflect a broad cross section of the
government and, taken together, capture the key players in WMD-CM. Today, Mr. Brittigan said,
additional key players have attended the Seminar, including Northern Command and the Coast Guard.
DTRA looks forward to their participation in the continuing process of developing the WMD-CM Federal
Legal Reference Deskbook. Finally, Mr. Brittigan emphasized that, to facilitate open discussion,
conference documents would not ascribe comments or questions to a particular speaker.

| Detection and Prevention for Homeland Security I

Mr. Stephen King, the White House Office of Homeland Security (OHS) Director of Investigations and
Law Enforcement, acts as the law enforcement representative to Homeland Security Advisor, Tom Ridge.
His responsibilities include conducting strategic assessments of analyzed intelligence and law
enforcement information, coordinating and monitoring interagency law enforcement and investigation
responses to threats and incidents, and acting as the OHS representative to several interagency Working
Groups. He is the law enforcement representative to OHS' Incident Support Group, runs the Law
Enforcement & Investigations Policy Coordination Committee, and chairs working groups on
communications, bio-research investigations strategic plans, and hostile surveillance. Additionally, he
assisted in developing and drafting Homeland Security Presidential Directive (HSPD)-3, which created
the Homeland Security Advisory System. Prior to joining OHS, Mr. King was Assistant United States
Attorney in the Eastern District of New Y ork.

Mr. King stated that his discussion would cover the following broad aregas:

Current structure and function of the OHS for the information sharing mission
Homeland Security Advisory System

Threat Countermeasures and Incident Management Directorate

Department of Homeland Security

Challenges for law enforcement

Information Sharing Infrastructurein the Office of Homeland Security

Established on October 8, 2001 by Executive Order 13228, and
further detailed in HSPD-1 of October 29, 2001, the Homeland
Security Council (HSC) began to face the challenge of protecting
the American homeland. The structure of the Council loosely
follows that of the National Security Council. Governor Tom
Ridge, the President's Advisor for Homeland Security, chairs the body with the Principals Committee

"The formation and structure of
the HSC and the OHS promote a

mor e effective gover nment
wor king body."




consisting of the Chiefs of Staff to the President and Vice President and representatives from the
Departments of Treasury, Defense, Justice, Health and Human Services, Transportation, and Agriculture,
the Central Intelligence and Federal Emergency Management Agencies, and the Office of Management
and Budget. Representatives of additional organizations are invited to participate as necessary for
specific issues.

The Homeland Security Council is a policy making, not an operational body, the infrastructure of which
was designed to a) identify issues relating to terrorism and the security of the homeland and b) ensure that
the interagency body coordinates the development of policies to address issues of concerns.  This
function is facilitated by the Policy Coordinating Committees (PCC) and the Deputies Committee, in
addition to the Principals Committee, and, ultimately, the President. The PCC, which coordinates
interagency development and implementation of homeland security policies, is an active part of creating a
more effective and efficient government body. These eleven committees range in size and composition,
and each committee acts as a policy body, exploring issues, finding challenges, and devel oping policies.
From these committees, issues and policies move up through the Deputies and Principles Committees
before moving to the Office of the President.

The Office of Homeland Security has three long-term goals:

Moving information from the Federal to the State and local levels, i.e, to all governmental
organizations and agencies that need it;

Cregting an effective system of communicating within the government at large, and on a smaller
scale, within individual departments and agencies, and;

Disseminating intelligence and classified information from the national to the state and local
levelsin order to assist in the prevention of aterrorist- or WMD-related incident.

Mr. King emphasized that OHS is not interested in creating new government; rather, OHS aims at a more
efficient government. The system created within OHS is designed to work quickly and is effective in
assembling agencies to produce a result.

As the government moves to face the challenges of protecting the homeland, several legal issues have
arisen. Many of these concern privacy. The Office of Homeland Security and the interagency members
have worked with the Department of Justice and OHS Council to ensure that issues of privacy and other
Constitutional rights are not impinged upon by the security measures being considered.

Homeland Security Advisory System

The system emerged from the recognition that there was a need for establishing a basdline for alerting the
public of the risk of terrorist attacks, Mr. King stated. Too many localities and agencies had their own
alert systems and there was a need for one comprehensive guide to facilitate a common understanding of
a "heightened state of alert.” The Homeland Security Advisory System, mandated by HSDP-3, is the
result of a survey of alert systems around the nation, and review by an interagency body of the proposed
common system. The Departments of Defense and State are exempted from the system.

For each state of aert, the Advisory System recommends specific actions for each agency. Mr. King
highlighted the efficacy of the system with a recent example. In mid-September, the level of alert was
raised because of information from the intelligence community. The Attorney General, together with the
Homeland Security Council assessed the totality of the information available to the U.S. Government and
determined that it was necessary to raise the alert level.



Threat Countermeasures and Incident Management Directorate

The Threat Countermeasures and Incident Management Directorate (TCIM) monitors threats to the
United States homeland and coordinates with the National Security Council. The Office of Homeland
Security Coordination Center, which operates 24 hours a day, seven days a week, plays a significant role,
monitoring and reporting to TCIM intelligence, law enforcement, and open source materials relating to
possible terrorist threats and/or future domestic incidents. TCIM then coordinates interagency
countermeasures, to include alerting a high-level interagency group that then will meet immediately to
assess the situation. The OHS Incident Support Group (1SG) will support the high level group when
activated.

Department of Homeland Security

The primary mission of the Department of Homeland Security is the protection of the American people
within the territorial borders of the United States from terrorist attacks. In order to successfully achieve
its mission, the Department consolidates several different organizations and agencies with the purpose of
creating one voice within one department to meet the following goals:

Protect the American homeland;

Protect borders, transportation and ports;

Synthesize and analyze homeland security intelligence;

Coordinate communication with state and local government, industry and the American people,
and;

Protect Americans at home against bio-terrorism.

In order to achieve its mission, the Department of Homeland Security has four divisions: Border and
Transportation Security; Emergency Preparedness and Response; Chemical, Biological, Radiological, and
Nuclear Countermeasures, and; Information Analysis and Infrastructure Protection. Mr. King states the
Office of Homeland Security will continue to exist after the Department begins operation.

Challenges Facing L aw Enforcement

The environment currently facing the Federal government
remains uncertain. In order to best protect the homeland, many M eeting the Challenges
challenges must be faced and overcome to the degree possible.
Law enforcement and intelligence organizations must remain
vigilant. There must be an increasingly successful effort to
share information throughout the Federal agencies and
organizations as well as with state and local counterparts. The flow of information must be secure and
run from the national levels to States and localities, as well as from the State and local levels to the
Federal government. Such communication patterns will prevent small cases or pieces of information
from leading to bigger incidents due to investigatory oversight or omission. In order to meet the
contemporary challenge of preventing a terrorist incident and protecting the American people, it is
imperative that the different communities share information, follow every lead, and adapt to an
unconventional thought process. This new threat requires ideas and policies that move beyond
conventional thinking.

"Use every lawful tool in the legal
arsenal and be aggressive.”




| Collection and Dissemination of Intelligence Information I

Mr. M.E. (Spike) Bowman presently serves as Deputy General Counsel (National Security Law) of the
Federal Bureau of Investigation (FBI). His responsibilities include espionage, international and domestic
terrorism, and threats to United States information and other critical infrastructure. As a former Naval
Officer, Mr. Bowman served in numerous capacities, including as military counsd to the Director of the
National Security Agency; the Force Judge Advocate for Naval Logistics Command, Pacific; the Head of
International Law at the Naval War College, and; the EUCOM's Legal Representativeto Italy.

Mr. Bowman stressed the importance of collecting and disseminating information in the fight against
terrorism. Because the information available to intelligence officers today is so vast, Mr. Bowman called
intelligence information the best weapon the United States possesses to combat terrorism. The gathering
of intelligence and other information is far different than it was in the past. Phone taps, he said, are no
longer sufficient means of collecting this wealth of information, and intelligence gathering has become an
increasingly complicated and difficult task.

There are many challenges to securing information and more challenges arise as the mission has evolved
into sharing information among agencies, departments, and organizations. The lack of interoperability
between the various intelligence and law enforcement agencies in the United States increases the
difficulty of sharing information. The lack of communication among the agencies is so great, Mr.
Bowman stated, that collecting intelligence is easier than sharing intelligence. Referring to the generally-
held notion that the FBI possesses and keeps all the “gold nuggets’ of knowledge available about
international terrorists, Mr. Bowman stated that while the FBI has a great deal of knowledge, the lack of a
standardized method of sharing it prevents the intelligence agencies from reviewing all relevant
information in U.S. possession. Additionally, the challenge is not just sharing within the Federal system,
but sharing within the organizations themselves. Comparatively speaking, the Department of Defense
(DoD) has established a successful means of communicating within the DoD. Other Departments have
not been as successful.

History of Information Gathering

Mr. Bowman spoke about the history of our intelligence gathering culture and the forces that formed the
present system. The United States Government is permitted to collect and disseminate surveillance on
"U.S. persons' only pursuant to specific authorities. In response to a later question, Mr. Bowman defined
a U.S. person as a citizen, an association of U.S. persons, a U.S. corporation, or a person who is in the
country for lawful reasons (e.g., legal aliens).

Early in the 20" century, cablegrams were used to communicate. These were sent via cable companies
who maintained carbons of the original cable. During an espionage scare after World War |, the amount
of information gathered was so vast that the FBI was overwhelmed with collecting intelligence. The
Attorney General accepted the help of volunteers from the American Protective League who not only
collected information but also took such actions as placing wiretaps and detaining and arresting
individuals suspected of disloyalty. The FBI and the Army began gathering information on U.S. citizens
in response to the Bolshevik threats of the 1930s. The primary method used by the FBI to track
information was to collect and review carbon copies of the telegrams and telegraphs. As technology
advanced, information gathering became easier. In the 1960s, magnetic tape became a means of
gathering vast amounts of information, primarily on people communicating overseas. Robert Kennedy
applied this method of gathering information to the national criminal el ement.



In the 1970s the Church Committee began investigating the government's method and culture of
intelligence gathering and prepared a report. The Church Committee found that the intelligence
community had been engaged not only in unlawful practices but also activities that were socially
unacceptable. L egislation was proposed that would limit the ability of the Federal government to monitor
U.S. citizens. President Ford anticipated the legislation by issuing an Executive Order that limited the
scope of the Intelligence Community's powers vis-a-vis U.S. citizens. Presidents Carter and Reagan
issued similar orders limiting the ability of the intelligence community to collect and spread information
about U.S. citizens, with President Reagan's Executive Order 12333 continuing to provide the guidelines
for domestic intelligence gathering. In addition, the intelligence community has been given guidance
under the Foreign Intdligence Surveillance Act (FISA), the Freedom of Information Act, and the
Electronic Communications Privacy Act, all of which aim to foster an open government and the privacy
of the citizenry. As aresult, the government is prohibited from easily transmitting information regarding
U.S. citizens among the intelligence agencies.

Information Gathering and Sharing Currently and the Way Ahead

Dueto the nature of its mission, the FBI has the greatest authority to collect and disseminate surveillance.
Consequently, it maintains a vast amount of information that other intelligence agencies or organizations
would like to have. Information on non-U.S. persons can be disseminated with need or reason if, as
required by FISA, non-reevant information on U.S. persons is redacted. Information on U.S. persons
may be shared with other agencies pursuant to procedures implementing the Privacy Act and/or E.O.
12333. When Congress passed FISA in the 1970s, it required the government to prove that there is a
"criminal nexus" to a national security crime if the subject is a U.S. citizen suspected of aiding a foreign
entity against the United States before the government is allowed to conduct surveillance against that
individual.

In addition to the current information collection authority of the FBI, Mr. Bowman identified the need of
the intelligence community for a second bill in Congress, similar to the USA PATRIOT Act, to give
intelligence agencies the authority to review the business and
educational records of U.S. persons. Mr. Bowman asserted
that a number of potential foreign terrorists may be in the
country as students, or may have business ties that could link
them to known terrorist organizations.

New I nfor mation Gathering T ool
"Theintelligence community [ 1C]
would like to see a second version

of the PATRIOT Act, allowing the
IC to gather business and
educational recordson U.S
persons’

One of the biggest drawbacks to an agency being unable to
share its information fregy, Mr. Bowman stated, is that the
agency possessing the information may not be the agency best
capable of handling or responding to that information. In an
attempt to combat this and other challenges, the FBI has established joint task forces with State and local
governmental officials. Coordinating with State and local officials via the joint task forces not only
enable the FBI to share its information with people who are in a position to make use of it, it expands the
number of eyes and ears of the Bureau, and the dissemination of information is streamlined in the process.
Sharing intelligence information with State and local officials raises troublesome issues, however. If the
information is classified, the officials must have the proper clearance to view the information, and the
proper training to handle, store, and transmit the classified material. The Attorney General and the
Director of Central Intelligence have responsibility for providing the requisite training to the States. How
to share pertinent information with people such as first responders who do not have security clearance is
also an area of concern.

In the question and answer session following his address, Mr. Bowman was asked to discuss the evolving
approach to terrorism detection. He stated that, prior to September 11, 2001, the primary focus of the



intelligence community centered on visible, well-known terrorist organizations. Groups like al’ Qaeda,
Hezbollah, and Islamic Jhad were known entities and their somewhat centralized nature made them
easier to trace. The events of September 11™ made it clear that a centralized authority is not required for
terrorists to function effectively. Terrorist training camps are providing would-be terrorists with the
training they need to function individually or in small cells with little or no connection to a central
authority.

One participant questioned whether there was a need to tighten export controls to prevent high-powered
data encryption programs from falling into the hands of terrorists. Mr. Bowman stressed that the United
States would continue to develop its response to encrypted information by anticipating and countering
new encryption methodologies, rather than by trying to reign in export practices that the government had
little hope of stopping. The United States would try to stay ahead of the commercially available
technology, rather than trying to censor it.

Another participant wondered whether the military’s role in dealing with terrorist threats against the
United States might somehow be linked to the Homeland Security Advisory System through the
Department of Homeland Security. The questioner envisioned levels of military involvement
commensurate with the current threat warning level. Mr. Bowman replied that he found the prospect
unlikely, due to the difficulties posed by posse comitatus. Mr. Bowman also expressed doubt that
increased involvement by U.S. citizensin terrorist activities would lead to change in legislation regarding
the domestic capabilities of the military.



| Topic 1 — Military's Role in WMD Consequence Management I

The Working Group used the stated seminar objectives to frame their discussion and format their
presentation to the other seminar participants. The group noted that, although it included civilian lawyers
working for the military, as well as lawyers from the Federal law enforcement community, its
membership was heavily weighted towards military legal officers. Accordingly, the group recognized
that its discussions and debates often reflected the relative homogeneity of the group.

The Working Group began the session with four issues for discussion:

Events/Authorities triggering Federal response actions in absence of an emergency declaration
Use of the military, to include posse comitatus, federalizing the National Guard, and Titles 10 and
18

Military Response, to include mobilization authority and pre-event actions

Limits and liability of the military’s use of force against civilians during WMD-CM

Triggers for Federal and Military Response Actions

Working Group members decided to combine the issues Events/Authorities triggering Federal response
actions in absence of an emergency declaration and Military Response, to include mobilization authority
and pre-event actions. They concurred that, for this Seminar, they would focus on events and authorities
that trigger a military response, leaving for the Seminar 111 issues rdated to the broader Federal response
to weapons of mass destruction events. The group noted that it was not clear how the recently established
Northern Command and Department of Homeland Security would impact the military’ s response to future
WMD events.

Several participants stated that events were themselves triggers, not the authorities that guide the response
to an event. One participant noted that, for the DoD the "trigger” for response is usually a request from
another Federal agency. Another noted that a broad listing of events, broken out by type (chemical,
biological, etc.) and matched with the appropriate guiding authorities, could be extremely useful.

National Guard

The Working Group engaged in a discussion of the role of the National Guard in weapons of mass
destruction consequence management (WMD-CM). One participant stated that Federal law enforcement
relied on the Guard for transportation assistance on September 11, 2001. The group noted that provisions
of Title 10 and Title 32 of the United States Code apply directly to the Guard. Local Guard members,
under Title 32 authority, represent the local military response to WMD events. Some debate on the
National Guard's role under Title 32 ensued. One participant noted that it primarily covered training
exercises, but another pointed out that 32 U.S.C. 8502 specifically states that a member of the National
Guard can be ordered to "perform training or other duty.” "Other duty” is not defined, and this provision
could enable the Guard to perform a number of different missions, such as airport security. One
participant opined that, should a WMD event occur, Guard forces would be quickly federalized.

While all agreed that the Guard probably would be among the first to respond to a WMD event, there was
some disagreement regarding the visibility of this response to DoD. One participant stressed that, as



assets of the State Governor, Guard units did not necessarily factor into DoD's response planning.
Another disagreed, stating that DoD would likely look to both Guard and Reserve units for assistance
with WMD-CM. This is sometimes problematic, as some Guard members also serve as civilian first
responders (e.g., as police, fire, and medical personnel).

The group recommended that further work be undertaken to determine the National Guard's status with
regards to consequence management response, with due consideration for its differing roles and
authorities depending on its status as a state or Federal entity.

I mmediate Response

The Working Group engaged in a lengthy discussion regarding DoD’s authorities and responsibilities
when immediately responding to aWMD event. The view was expressed that many authorities center on
actions to be taken following an event, while authority to preempt or limit the effects of an event are less
clear. Therewas consensus that local commanders can respond to protect lives and property, and mitigate
human suffering without an order from headquarters. Further, all agreed that the commander was also
responsible for requesting guidance from higher headquarters as soon as possible. One participant's view
was that the authority to immediately respond without an explicit order was a function of a time when
communications between local commanders and higher headquarters could be compromised or
completely severed by a disaster. However, given advances in communications technologies, such
unguided response is unlikely to occur in the future. Some within the group dissented, however, pointing
out that communications were problematic during both September 11, 2001 and the Presidential
inauguration. Other participants noted that it is not clear which level of higher headquarters would be
responsible for giving an order to respond: would responsibility end with another military commander, or
with the Service Secretary? There was no general consensus on this point.

The group considered when immediate response authority would begin and when it would end. While
some participants expressed doubts that commanders either acting to preempt an event or responding to
an obvious event that soon would be declared a disaster would ever be reprimanded, others maintained
that guidance and statutes written to address these concerns might be necessary. The view was expressed
that, in the case of a WMD event, it was not a question of if or when alocal commander would respond,
but the scope of the response. For instance, the question may not be whether troops would be dispatched
to the scene, but whether they would be armed.

Many in the Working Group expressed the view that immediate response authority lasted for 72 hours.
However, other participants noted that no statute specifies this length of time. One participant noted that
a FORSCOM Emergency Preparedness Course cited 72 hours; in contrast, the Center for Law and
Military Operation's DOPLAW Handbook notes only that immediate response authority is "short-lived."
Key guidance documents for WMD-CM, including the CONPLAN and DoD 3025.1-M, "Manual for
Civil Emergencies,” do not list a specific length of time for immediate response.

There was consensus that immediate response authority ends when civilian authorities can take charge of
the situation. The group also agreed that in past disasters, a local commander’s immediate response
authority was recognized as terminated when the Federal Emergency Management Agency (FEMA)
arrived on the scene. However, it was not clear to the participants who would make the decision to
terminate the local commander’s authority or how it would be communicated at the operational level.
Additionally, the argument was made that immediate response authority could also be considered finished
when DaD started to receive requests from other Federal agencies for assistance. Furthermore, the DoD
may also encounter difficulties coordinating its own response. Local units who immediately respond to a
WMD event may be unaware of the arrival or authorities of a DoD Joint Task Force assembled in another
region and dispatched to the scene of the event.



Several participants shared anecdotes of circumstances where local commanders responding to civilian
requests for assistance either were never reimbursed for this assistance or were later judged to have acted
outside of their immediate response authority. They questioned whether a statute should address
immediate response issues of time or reimbursement. One participant noted that immediate response
authority was created by Supreme Court interpretations of the President’s authority to act as Chief
Executive. Essentially, the President has great discretion to act with flexibility in response to a domestic
WMD event. To seek a legislative definition would invite Congress to place limits on the President’s
authority. A possible alternative for reimbursement issues could be a provision within interagency
agreements whereby other agencies agree to reimburse DoD when they initiate a request for DaD
assistance, even if this request comes before a presidential declaration. The group did not reach a
consensus on how such immediate response reimbursement issues could be addressed. However, the
group agreed that local commanders would generally respond immediately to any crisis with whatever
assets he considered necessary to save lives or prevent damage, irrespective of reimbursement
considerations. If current ambiguities related to immediate response authorities put commanders at risk,
they must be addressed. The issues of reimbursement and the lifespan of DoD’s immediate response
authority were cited as topics to be investigated further.

On-Scene Military Interaction with L aw Enforcement Agencies

The group discussed the relationship between the military and Federal law enforcement on the scene of a
domestic WMD event. Participants noted that provisions within Title 18 allow the Attorney General to
request military assistance in responding to chemical, biological or radiological attacks. There was also
consensus that, a WM D event within the United States would be considered a criminal act, the FBI would
be in charge at the scene, even if the WMD event occurs on a military base. Presidential Decision
Directive (PDD) 39 clearly articulates and the Federal Response Plan reaffirms that the FBI is the lead
Federal agency (LFA) for crisis management® and decides when to transition from crisis to consequence
management.

One participant emphasized that while the FBI's authorities in regards to WMD-CM were clear under the
law, operationally the transition from DoD to FBI management of the incident scene does not go
smoothly in Federal consegquence management exercises such as TOPOFF. Military commanders have
not always recognized the full authority of the FBI as the LFA for crisis management when they arrive at
the crime scene. In particular, FBI access to DoD personnel for the purposes of questioning has not
always been granted. Thus, the transition from immediate military response to a disaster to FBI treatment
of the area as a crime scene is often problematic. The Working Group agreed that thisis a training issue;
both Federal law enforcement and military commanders must be educated on Federal consequence
management authorities.

Legal Authorities Relevant to Triggers for Federal and Military Response

The Working Group identified the following legal authorities as rdevant to consideration of the triggers
for Military response actions:

1 PDD 39, U.S. Policy on Counterterrorism, states:
Cris's Management includes measures to identify, acquire, and plan the use of resources needed to
anticipate, prevent, and/or resolve athreat or act of terrorism. The laws of the United States assign primary
authority to the Federal Government to prevent and respond to acts of terrorism; State and local
governments provide assistance as required. Crisis management is predominantly a law enforcement
response.
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Stafford Act - 10 U.S.C. 8371, et seq.

PDD 39, U.S. Policy on Counterterrorism - 18 U.S.C. 8§ 175, 229, 831

PDD 62 - 32U.S.C. 88502, 715

PDD 63 - Interagency Domestic Terrorism
CONPLAN Plan

E.O. 13231, Critical Infrastructure - Federal Response Plan

Protection in the | nformation Age

DoDD 3025.1, Military Support to Civil - 50 U.S.C.82301, et seq., Defense Against

Authorities (MSCA) Weapons of Mass Destruction Act

DoD 3025.1-M, Manual for Civil - Critical Infrastructure Protection Plans

Emergencies

Shortfallsin Existing Authorities

The Working Group summarized the shortfalls in existing authorities related to Federal and military
response triggers as follows:

Lack of guidance regarding timeline for commander’ s authority to act for immediate response
actions

Lack of guidance regarding law enforcement authority

Lack of statutory authority for military assistance for incidents other than Chemical, biological,
radiological, nuclear, and high-yield explosive (CBRNE)

Authority of National Guard, acting under Title 32, to cross State lines pursuant to Emergency
Management and Assistance Compacts

I ssues L acking | nter agency Consensus

Personnel from Federal agencies and the Military Components participating in the Working Group did
not agree on the substance of the following issues:

Lack of guidance regarding reimbursement for immediate response
Transition from DoD response to law enforcement

Use of the Military

Next, the Working Group considered legal issues attendant to use of the military for WMD consequence
management, to include posse comitatus, federalizing the National Guard, and Titles 10 and 18 of the
United States Code.

Posse Comitatus
Members of the Working Group noted that key Bush Administration figures, including Office of

Homeland Security Director Ridge, had testified before Congress that they did not believe it necessary to
request any revisions to the Posse Comitatus Act (PCA).

A participant added that a handful of states have statutes that limit the uses of the National Guard due to
posse comitatus concerns. Another participant stated that posse comitatus was never meant to apply to
actions related to defense of the United States. The original purpose of the statute, to prevent soldiers
from engaging in law enforcement activities, had been construed by case law to prohibit a broad range of
activities, including defense of Federal property. As the President has the constitutional authority to
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defend the United States, and the authority to use soldiers to defend its borders and its institutions, it
should not be necessary to clarify this authority in a statute.

The Working Group noted that there were a number of exceptions to the general rule that the military can
not engage in law enforcement activities: provisions under Title 10 of the U.S. Code, including the
Insurrection Act; the military support to civilian law enforcement provisions under Title 18; the
provisions related to defending against weapons of mass destruction under Title 50 of the U.S. Code, and,;
possibly the public health provisions of Title 42. The inclusion of the public health provisions was
disputed, as they do not expressly cite military support as available for enforcing quarantines and other
public health actions. The view was expressed that PDD 63 would allow critical infrastructure such as a
civilian communications hub considered vital to national security, to be defended by troops.

The view was expressed that, in light of recent questions on posse comitatus, the Attorney General should
issue an interpretation of what the Posse Comitatus Act does and does not prohibit.

Detailing

The group engaged in a lengthy discussion of difficulties encountered when DoD personnel were
"detailed” to other agencies for WMD consequence management. This practice, increasingly prevalent as
Federal agencies turn to DoD for mission support, has caused problemsin the past. One participant stated
that Army National Guard members were mobilized under Title 10 of the U.S. Code to assist the U.S.
Border Patrol and other military personnel have been assigned similar duties. In these cases, it was
argued that the soldiers, normally excluded from law enforcement duties, were not limited by posse
comitatus restrictions because they were no longer considered members of DoD once they were detailed
to another agency. The participant believed the Department of Justice (DOJ) Office of the Legal Counsel
presented this argument.

Much of the discussion on detailing centered on an incident near the United States-Mexico border where
U.S. Marines of Joint Task Force-6, assigned to an anti-narcotics mission, were fired on by a shepherd
boy who may have mistaken the camouflaged Marines for predators. The Marines radioed their
command post (a Border Patrol station) and received permission to defend themselves. When the
shepherd fired his gun again, a member of the patrol returned fire and killed him. The Marines were later
brought to trial by two state grand juries and one Federal grand jury before ultimately being acquitted.
The experience revealed many of the problems with detailing DoD personnel on missions that are law
enforcement in nature. Additionally, the Marines themselves followed their rules of engagement, which
are fundamentally different from those of a Federal law enforcement official. Finally, there seemed to be
poor communication generally between military, Federal, and State officials involved in the incident and
subsequent legal actions.

Other participants noted that, in respect to border patrol duties, they requested higher headquarters to
supply them with the statutory authority for detailing, and specifically requested that the statutory
authority state that, in the event a person is detailed from one agency to another the laws, restrictions and
prescriptions of his or her home agency no longer apply to the individual. One participant noted that the
DoD Office of the General Counsd responded with an opinion based on the Transportation Security Act,
which specifically authorized military personnel to be deputy air marshals. Several participants noted that
they did not believe this opinion provided adequate coverage for individuals detailed for other Federal
duties, stating that the authority for military personnel to serve as air marshals represented a unique
instance of DoD members serving a law enforcement role. One participant stated that no comparable
statutes existed for detailing to the Immigration and Naturalization Service or for the U.S. Border Patrol.
The participant suggested that perhaps a statute covering all forms of detailing was necessary.
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Legal Authorities Relevant to Use of the Military

The Working Group identified 